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The new
desktop is here
FOR TWO DECADES, enterprise IT managers have delivered applications to
employees through a desktop or a laptop, an operating system, a suite of
productivity applications (i.e., Microsoft Office) and then through a browser.
The IT pro was then cursed to spend his day managing and maintaining what
can amount to thousands of endpoints.
But this is all about to change, and the New Enterprise Desktop e-book will

look at some of the trends that may lead to new application delivery methods.
Technologies such as application and desktop virtualization, software services
and cloud computing as well as a new generation of smart phones are all
redefining application delivery. And although the down economy has slowed
the growth of virtual desktop technology, 2010 is expected to be a year of
customer trials.
Our first chapter, The Desktop Virtualization Recipe, defines industry terms and

gives you a peek at which major vendors offer these technologies. The author
parses out the differences between presentation virtualization and virtual desk-
top infrastructures and looks at the pieces needed to make it all work together.
In Chapter 2, we look at smart mobile devices, which are light years from

their roots as simple cell phones. In the hands of a power user, these devices
become a primary endpoint, which increases corporate security risks and com-
plicates an administrator's job of securing these devices. Security in Windows
7, Microsoft’s newest desktop OS, is the main focus of Chapter 3.
The final chapter of this e-book looks at Software-as-a-Service, which has

been around for years. But the number of applications available and the tech-
nologies behind its application delivery method have changed.
Business desktops are evolving for the first time since the birth of the PC

andWindows OS. Some of these technologies may soon find their way into
portions of your enterprise. The new desktop is here—are you ready? �

Margie Semilof
Executive Editor



The Desktop
Virtualization
Recipe
When deploying newer technologies like
desktop virtualization, a single solution
isn’t always the answer. Creating the right
technology blend to meet your needs will
yield better end results. BY DON JONES

DESKTOP VIRTUALIZATION IS a trend, and
like many trends, it means different
things to different people. All vendors
in this space tout their virtual desktop
infrastructure as the only way to go,
often creating even more confusion.
Let’s set aside overused terminology

and examine some concrete defini-
tions of desktop virtualization that will
help you understand how it works,

what technologies address it and what
business problems it claims to solve.
The first term we should define is

desktop. The term desktop computer
is commonly used to describe non-
portable computers, as opposed to
laptops. A virtual desktop infrastructure
(VDI) doesn’t use the word desktop
in that sense. VDI refers to the user’s
visual desktop—the graphical user

CHAPTER1 The desktop virtualization recipe

3 NEW ENTERPRISE DESKTOP E-BOOK

EDITOR’S
LETTER

THIN-CLIENT
COMPUTING

THE REAL VDI

WHAT DOESN’T
VDI SOLVE?

VENDOR
METHODS

MANAGING
APPLICATIONS

IN A VDI



interface (GUI) where users access
their files and applications.
We often think of desktops—the

computers—as a challenge to main-
tain because they’re widely distrib-
uted among several end users. In reali-
ty, it isn’t the desktop hardware that
presents these challenges; it’s the
graphical desktop—the client operat-
ing system.
The OS is where security issues

arise, where applications must be
installed and where configuration set-
tings are maintained. A VDI concerns
itself with the client OS, not the hard-
ware. A VDI also seeks to centralize
and standardize, in one way or anoth-
er, the client OSes in your environ-
ment. The theory is that centralization
and standardization help ease support
costs and makes it easier to migrate
users to new client operating system
versions.

THIN-CLIENT COMPUTING:
THE FIRST VDI?
The concepts around a centralized
desktop are hardly new. Citrix’s Win-
Frame product extendedWindows NT
3.5.1 andWindows NT 4 to provide a
multi-user, remote desktop experi-
ence. The desktop ran on aWinFrame
server in the data center, and users
worked on relatively inexpensive
“dumb” terminals. Those terminals
consisted of little more than a screen,
mouse, monitor and minimal network-
ing capabilities. All of the computing
was performed in the data center.
WinFrame simply copied the visual
desktop graphics and sent them over
the network to the thin-client terminal
that displayed them (Figure 1).
This functionality was rolled into the

baseWindows OS for Windows 2000
Server and continues today as Remote
Desktop Services inWindows Server
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FIGURE 1: Citrix’sWinFrame is an example of thin-client computing.



2008 R2. Microsoft refers to the tech-
nology as presentation virtualization,
because only the presentation—the
graphical environment that the user
interacts with—is abstracted and
transmitted over the network.
Technologies like Remote Desktop

Services can, in theory, bring to life
some of the benefits that a VDI prom-
ises. The users’ desktops are central-
ized, making maintenance easier. But
users operating within a shared
process space, meaning a single user
running a resource-hungry applica-
tion, can severely diminish the experi-
ence of other users logged into the
same server.
Presentation virtualization puts

users on a server-class desktop—Win-
dows NT, Windows 2000 Server and
so on—not a client-class desktop like
Windows XP, Windows Vista or Win-
dows 7, which is more familiar to
users. In fact, until its most recent
releases, Remote Desktop Services
could not provide the new “Aero” user
interface themes fromWindows Vista
andWindows 7, leaving remote desk-
top users with a visual experience that
felt old and stale.

VIRTUALIZATION:
THE REAL VDI
The advent of inexpensive (often free)
hypervisors, faster computers and 64-
bit processors that allow the use of
more memory than their 32-bit prede-
cessors has created the opportunity
for ubiquitous virtualization. These

factors have also created the opportu-
nity for a truly virtual desktop infra-
structure.
There are essentially two main

approaches to VDI, and they differ
simply in where the computing is
performed.

1 Large powerful servers live in
the data center and run virtual
machines (VMs) that contain
client OSes, such asWindows XP,
Windows Vista andWindows 7.
Each end user has a VM dedicated
to them, and they might access
their virtual desktop through the
Remote Desktop Services presen-
tation virtualization that’s built into
aWindows client OS (Figure 2,
page 6).

2 Some VDI solutions, including
Citrix XenDesktop, don’t rely on
the client OS’s remote logon capa-
bilities. Instead, the products pro-
vide their own means of capturing
the virtualized client operating sys-
tem’s GUI and delivering it to a
device. That device might be a full
computer, a thin-client terminal
or a mobile device.
While this approach requires

more computing resources than
the older thin-client approach, it
offers each user his own private
desktop that’s accessible from any-
where within the enterprise. Users
can run different OSes and use
true-client versions of Windows,
not a server-grade OS.
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Users’ own machines, which can be
desktop or laptop hardware, can be
relatively low-grade, since they aren’t
performing much in the way of actual
computing. In fact, this approach is
similar to traditional thin-client com-
puting, and it’s possible to use tradi-
tional thin-client hardware at the end-
user’s desk.
If a virus damages a user's desktop,

for example, the desktop can be
restored quickly by deploying a new
VM image—a process that involves
little more than a large file copy opera-
tion. This approach, however, also has
drawbacks.
Because the actual client OS exe-

cutes in the data center, it may be dif-
ficult to provide access to users who
are out of the office. While virtual pri-

vate networks and other connectivity
options may suffice for a user at a
home office or one who is in a hotel,
it won’t work for users who are com-
pletely offline in an airplane.

WHAT DOESN’T VDI SOLVE?
VDI only centralizes desktops. It’s
more convenient and compact than
loading a data center with a few thou-
sand desktop machines and asking
users to log into them remotely—but
technically, it’s not much different
from that. Each virtualized client desk-
top—no matter where it is stored and
executed—is still a monolithic image.
Applications must be installed and

managed through the usual methods,
which means that applications can
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FIGURE 2:A VDI method gives all
end users a VM through which they
access their virtual desktop.
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conflict with one another and cause
problems. Desktops still need patches
and updates to be applied, so even
after spending tens of thousands of
dollars to create a VDI, you still have
to spend more money to manage all of
those virtual desktops.
VDI also introduces the problem of

disk storage. Simply put, VM images
are large. They consume the same
amount of space that a physical com-
puter would require to hold the same
OS, applications and user data.
Shared master images seem to offer

some hope, both from an image-man-
agement perspective and from a disk
space perspective.
The idea is to create a master image

that contains the client OS and all of
your applications. This is something
most companies have done for years
to manage their physical computers.
But in a VDI, deploying the image is
much simpler. You simply assign each
VM to use your master image and to
track any per-user differences in a
separate file. By doing so, each user
gets the same OS and applications,
and the disk space is only used once.
Users receive a separate block of disk
space for any differences between
what the master image contains and
what the user does.
The task of sharing a single master

image, however, isn’t so simple. Con-
sider this: You’ve been given a sheet of
paper that contains a set of data such
as a list of names. You’re told that you
can’t make any modifications to that
sheet. Instead, you’re given a sepa-

rate, blank sheet of paper where you
note any changes. When someone
asks you for a name, you have to look
at the second sheet first to see if
you’ve noted that name there. If you
don’t find it, you go to the original
sheet to look up the name. As the
number of changes on the second
sheet increases, it takes longer and
longer for you to figure out which
sheet has which name.
This is similar to what a virtualiza-

tion hypervisor has to do. And in
today’s reality, no hypervisor does it
so well that companies feel comfort-
able deploying a large number of
users to a VDI using shared images.
Aside from the performance prob-

lem, shared master images don’t nec-
essarily solve disk space or image-
management issues.
A shared master image does initially

use less disk space because all VMs
can share the space for the OS and
base applications. But when you need
to apply a patch, you can’t necessarily
apply it only to the master image.
Many virtualization technologies
require that the master image be
read-only since it tracks differences
between the master image and per-
user data in terms of disk block
changes.
If you apply an OS patch directly to

the master image, you would break its
relationship with all user VMs. There-
fore, you’d end up managing OS and
application patches just as you always
did before—applying them to individ-
ual virtual machines. This method

CHAPTER1 The desktop virtualization recipe

8 NEW ENTERPRISE DESKTOP E-BOOK

EDITOR’S
LETTER

THIN-CLIENT
COMPUTING

THE REAL VDI

WHAT DOESN’T
VDI SOLVE?

VENDOR
METHODS

MANAGING
APPLICATIONS

IN A VDI



uses disk space rapidly, bringing you
right back to the original problem.
One solution is to track those differ-

ences based on files within the VM,
not on disk blocks. Because users
don’t make changes to OS and appli-
cation files, the per-user “difference
files” won’t contain copies of these
files. Instead, the per-user differences
will simply be user configuration set-
tings and user data files.
At a disk-block level, there’s no way

to distinguish between user files and
OS system files. At a file level, distin-
guishing between the two is easy. If
you tracked differences by file, then
you could apply patches to the shared
master image, meaning that applying
a service pack once would affect hun-
dreds of virtual machines.
Of course, this is somewhat limited.

In reality, a file-based differencing sys-
tem wouldn’t allow users to complete-
ly customize their environments. This
is because a service pack or patch will
invariably affect the files. With careful
configuration, you can minimize some
issues, but you’ll still be left with a
performance problem that shared
master images cause.

HOW VENDORS SERVE UP
VIRTUAL DESKTOPS
Citrix and VMware both address mas-
ter image problems in slightly differ-
ent ways. Essentially, Citrix allows you
to designate an area of your shared
master image as “per-user.” As each
user logs off his virtual machine, this

area is copied to SQL Server, and the
differencing file is deleted.
When another user logs on, that

user’s unique differencing file is recre-
ated from the database. The upshot
here is that changes can be made to
the master image, because there are
no permanent differencing files that
depend on it. However, any changes
a user makes outside the designated
area will be lost once that user logs
off.
In some especially restrictive envi-

ronments, this situation has its advan-
tages. In more permissive environ-
ments, it might prevent users from
making certain customizations to the
OS or from installing their own appli-
cations.
VMware uses the same basic

methodology, but it also offers an
option to dispense the database and
keep users’ changes in a separate disk
file. VMware’s solution was designed
to address user settings and docu-
ments only.
As Microsoft moves more per-user

settings into the operating system’s
User folder, both VMware and Citrix
VDI approaches will become more
effective.
Atlantis Computing’s ILIO product

seeks to solve this problem and the
performance issue in a different way.
It abstracts disk storage away from
the hypervisor product, allowing all
shared master images and differences
to occur under the hood.
This still leaves administrators with

one distinct problem—offline users.
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Some vendors offer a VDI-type of
solution that pushes all of the com-
puting to the end-user’s computer.
This approach uses desktop-class
hypervisors like VMwareWorkstation
and Microsoft Virtual PC, along with
centralized VM image-management
tools. Microsoft’s Enterprise Desktop
Virtualization, or MED-V, uses this
approach.
But there is some dispute over

whether this technique actually quali-
fies as a virtual desktop infrastructure
since you still need fairly powerful
end-user computers. It does, however,
give users the ability to access their
virtual desktops when they’re not
connected to the corporate network
or VPN.
VMware offers a similar offline

desktop concept called VMware View,
which combines the VDI approach
with the hypervisor-at-the-desktop
approach. Normally, users’ VMs run
in the data center in true VDI style.
When a user needs to go offline, that
user “checks out” his VM image and
streams it to his laptop, where it runs
locally using VMware’s Workstation
technology. When that user is back
in the office, he “checks in” his VM
to the data center.

MANAGING
APPLICATIONS IN A VDI
VDI can become even more compli-
cated when you consider how you
want to manage applications. Other
virtualization concepts like application

virtualization can be combined with
VDI to create a layered approach.
The generally accepted way to

work with users’ desktop environ-
ments involves three stages. First, the
desktop is deployed, meaning that a
client operating system is installed
either on real hardware or within a
VM. Second, applications are typically
delivered in one of three ways:

1 The application is installed
directly on the computer, often
deployed through some applica-
tion deployment mechanism.

2 The application is streamed to
the computer up-front or on-
demand through an application
virtualization solution similar to
VMware, Citrix and Microsoft
products.

3 The application runs on a server
and only its presentation is deliv-
ered to the client OS. Citrix and
Microsoft both offer products
with this approach.

The third way to work with users’
desktops is to inject the user state,
including personal files, configuration
settings and so on, over the top of the
OS and the applications. This can
become complex if you use multiple
application-delivery techniques. It’s
difficult to find a single user-state
injection method that accommodates
both direct-install applications and
virtualized applications, for example.
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Most straightforward virtual desk-
top approaches rely on applications
that are installed directly onto a
shared master image or onto individ-
ual per-user VMs. User-state injection
isn’t a problem; the user state either
lives in a virtual machine difference
file or is created through some differ-
encing mechanism. But when you
start combining techniques by adding
application virtualization into the mix,
for example, things can become
incredibly complicated.

MIX THE RIGHT VDI STRATEGY
At some point you’ll need to solidify
your virtual desktop strategy. Drop
any misconception that a VDI is the
only answer to your business needs.
While it is a powerful strategy, it’s also
expensive and still has problems that
haven’t been completely solved, espe-
cially in large-scale deployments.

� TheMicrosoft Remote Desktop
Services approach is the least-expen-
sive option. It requires the least pow-
erful end-user hardware and makes
the most efficient use of data center
computing resources. Many of its
challenges and problems have been
solved, and successive generations of
the technologies continue to improve
the end-user experience while lower-
ing administrative overhead.
Microsoft Remote Desktop Services

is built into theWindows Server oper-
ating system, but separate licensing is
still required.

� Presentation virtualization still
has issues, and you need to decide if
those issues negate any benefits it
might have for your organization. For
instance, all users share a single OS,
which will be a server OS. While the
newest releases look a lot more like
their client counterparts, there are still
differences.
Users won’t be able to completely

customize the environment, some
applications may balk at running on a
server and application licensing could
become more complicated. Users’
personal files will either be stored on
the server or will have to be redirect-
ed. Remote access can be tricky and
remote users won’t have offline
access.

� Application virtualization is the
next option to consider. This technolo-
gy helps isolate applications from
each other and from the underlying
OS. The operating system remains
essentially unchanged from its original
installation.
Although it requires some infra-

structure components, application vir-
tualization is usually less complicated
and less expensive than a full VDI
deployment. But not every application
works well within in an application vir-
tualization environment.
Application virtualization does work

well for remote and offline users, since
their applications and operating sys-
tems are local. Users will need stan-
dard-grade computers, since the full
OS and applications run locally. Some
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of the major players in this space
include Microsoft App-V and Citrix
XenApp.

� The hypervisor at the desktop
approach is roughly equal to applica-
tion virtualization in terms of cost and
complexity. With this method, you
centrally maintain VM images, but
deploy them to end-user client com-
puters where the entire image will
execute in a local hypervisor. Manag-
ing these images is still complicated,
especially when it comes to patching
and updating, but it does permit
offline use.
When you have a small number of

applications that won’t run on your
standard end-user client OS, you can
deploy a hypervisor with the needed
legacy OS to support those applica-
tions. Windows 7’s XP Mode is a
decentralized example of this same
concept.
You can also deploy a hypervisor at

the desktop when you need to provide
a corporate-standard desktop envi-
ronment to someone who will not
have a corporate-owned computer,
such as a contractor. Solutions like
Microsoft’s MED-V support this sce-
nario, giving you centralized control
over things like VM image expiration.

� A full virtual desktop infrastruc-
ture is the next step up in terms of
complexity and cost. Highly redun-
dant, disaster-resistant disk space
remains expensive, and a VDI needs
a lot of it.

There are solutions and techniques
for reducing the disk space require-
ment, but at this time, all of them have
caveats. Some may not allow users to
fully customize their virtual desktop,
which can be a benefit to some com-
panies. Other techniques introduce
performance and maintenance prob-
lems to the data center.
Offline access to users’ virtual desk-

tops is also a concern. Products like
VMware View seek to address that by
creating a hybrid environment that
uses hypervisors in the data center
and on the end user’s machine. Citrix
XenServer/XenDesktop, Microsoft’s
Hyper-V hypervisor and VMware
vSphere/View are the three main
products in this space.

Mix and match to overcome issues.
By using proven technologies, you can
create a VDI capable of serving a sub-
set of your users. Large-scale deploy-
ments, however, are extremely rare
due to disk space problems.
As VDI technologies continue to

evolve, and as client operating sys-
tems likeWindows become more vir-
tualization-friendly, you can expect
shared master images to be more
effective and the VDI disk space prob-
lem to become less pronounced.
A mix of technologies is useful

today. For example, rely on presenta-
tion virtualization to present all of the
applications that you can to end users.
Implementing roaming or redirected

user profiles will help remove per-user
information from Remote Desktop
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Services servers and positions users
for easier migration to fully virtualized
desktops.
You can mitigate patching issues

related to VDI’s shared master images
through the use of application virtual-
ization. When combined with tech-
niques like redirected or roaming pro-
files to reduce per-user differences on
virtual machines, technologies from
Citrix and VMware can be effective
ways to build a VDI that uses consid-
erably less disk space.

KEEP BUSINESS NEEDS IN MIND
The key to a successful VDI deploy-
ment is to clearly define your needs.
In all probability, your business needs
are varied, and that means the solu-
tions you adopt will also be varied.
The best approach is to avoid artifi-
cially constraining yourself to a single
technology subset. Acknowledge the
unique strengths and weaknesses of
each approach and select an appropri-
ate mix of solutions to meet your spe-
cific needs.
Every available virtualization solu-

tion and technique represents com-
promises. No currently available tech-
nology can do everything, and none of
them represent the perfect compro-
mise for every business. �

Don Jones is a co-founder of Concentrated Tech-
nology LLC, the author of more than 30 IT books and
a speaker at technical conferences worldwide. Con-
tact him through his website at www.Concentrated-
Tech.com.
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qWhere Do I Start with Virtual Desktops?

qWhat Technologies are Critical for Virtual Desktops?

qWhat are Others Doing with Virtual Desktops?
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Pano Logic, the leader in zero client computing has redefined the delivery
of end-user computing by radically centralizing desktop management. The
Pano System was purpose-built for virtualization to simplify complex desktop
deployment, optimize user experience, eliminate endpoint security and ensure
environmental sustainability. Together, the Pano Device and Management
Software guarantee lower overall total cost of ownership.
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