
virtu lv

DATA CENTER Volume 27

03  Choosing the Right  
Storage Network for Virtualization

  More SAN options allow for better storage performance for  
enterprise users and increased consolidation in virtual data centers.  
By stephen J. Bigelow

11  How to Deploy Applications  
in a Public Cloud

  Not every application is designed for cloud architectures.  
Follow these five requirements to ensure success with your app  
deployments in the cloud. By phil cox

14  Tactics for Managing iSCSI and FCoE 
  Prepare your data center for when Fibre Channel’s awkward  

cabling options will likely be augmented with easy-to-use copper  
Ethernet cabling. By greg shields

0



2    virtuAl dAtA CENtEr E-ziNE    OCtOBEr 2010

10 lines between  
bottom base of deck  
and first base of text

Drop cap is 5 lines

eDitor’s  
letter

7

Choosing  
the right  

storage  
network for  

Virtualization 
7

how to Deploy  
appliCations  

in a publiC  
ClouD

7

taCtiCs  
for Managing 
isCsi anD fCoe 

7

S
Storage Done Right

ervers are a critical 
component of any data 
center, but they are 
only one element of a 
virtualization deploy-

ment. The “real” success comes when 
you match powerful servers with an 
equally capable storage infrastructure 
that will meet the needs of your appli-
cations and users for years to come. 

But making the best storage choice 
for your virtual environment can be 
more complicated than you might 
think. Today’s storage offerings in-
clude a wide range of options, includ-
ing network-attached storage (NAS) 
and other storage area network archi-
tectures such as Fibre Channel, Inter-
net SCSI (iSCSI) and Fibre Channel 
over Ethernet (FCoE). 

Before you latch onto the latest and 
greatest technology, take some time 
to learn more about which features 
will work best in your  virtual network, 
and weigh the pros and cons of each 
storage alternative. Stephen J. Big-
elow helps you navigate the storage 
terrain in “Choosing the Right Storage 
Network for Virtualization.” 

If you’re less than excited about 
managing Fibre Channel cabling, fear 
not. FCoE and iSCSI are making it pos-

sible to use copper Ethernet cabling 
for high-speed server-to-storage 
networking. In “Tactics for Manag-
ing iSCSI and FCoE,” Microsoft MVP 
Greg Shields shares his best practices 
for deploying and managing easy-to-
route copper Ethernet cabling as part 
of your storage infrastructure. His 
common-sense advice on selecting 
a SAN platform and migrating to 10 
GbE will give you a whole new per-
spective on storage. 

Using a public cloud can offer orga-
nizations the flexibility to expand on 
demand, but not all applications will 
work well in the cloud. Issues such as 
licensing, design, bandwidth require-
ments, IP-based networking and secu-
rity need to be examined before mak-
ing the move to the cloud. In “How 
to Deploy Applications in a Public 
Cloud,” Phil Cox lays out the require-
ments that organizations should heed 
as they consider whether their apps 
are well suited for cloud computing. 

Got some storage tips from your 
own virtual environment? Share them 
with us at ccasatelli@techtarget. 
com. p

CHrIsTINe CasaTeLLI
Editor, Virtual Data Center

mailto:ccasatelli@techtarget.com
mailto:ccasatelli@techtarget.com
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Choosing the Right Storage  
Network for Virtualization
More san options allow for better storage perforManCe  
for enterprise users anD inCreaseD ConsoliDation in Virtual  
Data Centers. by stephen J. bigelow

ervers MaY TaKe center 
stage when it comes 
to virtualization, but 
no virtualization de-
ployment is complete 

without a careful consideration of 
storage. Virtual machines (VMs) are 
little more than files that operate in 
server memory. A VM must still load 
from and save to storage, so IT pro-
fessionals must adopt and support 
the most appropriate type of storage 
infrastructure for their virtual data 
centers. 

Shared storage is often a minimum 
requirement, considering the sheer 
number of VMs that must migrate 
between servers, receive frequent 
backup and disaster recovery protec-
tion and access data for users. The 
real question is the choice between 
network-attached storage (NAS) and 
other storage area network (SAN) 
architectures such as Fibre Channel 
(FC), Internet SCSI (iSCSI), and Fibre 
Channel over Ethernet (FCoE). Before 
jumping on the latest technology, it’s 

important to understand the critical 
attributes of storage in a virtual net-
work and to weigh the pros and cons 
of each storage alternative.

Experts agree that shared storage 
is probably the single most important 
consideration for storage in a virtual 
environment—locking a VM within a 
server’s local disk would essentially 
prohibit critical virtualization features 
such as live migration or backup pro-
cesses such as VMware Consolidated 
Backup.

But there are other attributes to 
consider when planning for shared 
storage. Cost is the most obvious 
issue. It affects the choice of stor-
age array, the network and switching 
infrastructure carrying storage data, 
and the interfaces deployed at each 
server. Careful planning and evalua-
tion should also include the cost of 
maintenance and upgrades over time.

FoCus oN MaNageMeNT
Management is another important 

S
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factor in shared storage. Adminis-
trators will need to create, assign 
and track a proliferation of LUNs, so 
storage should include mature and 
intuitive tools that support fast, error-
free management. Although a single-
vendor storage environment can often 
leverage homogeneous tools, mixed 
storage environments need tools that 
support a heterogeneous environ-
ment. Cumbersome tools or tools that 
lack resource visibility will slow stor-
age management and lead to errors 
that will introduce data loss and in-
crease management time—driving up 
costs related to storage management.

Virtualization has dramatically in-
creased the importance of throughput 
in shared storage systems. Traditional 
computing allocated one major ap-
plication to a server, but virtualization 
allows 10, 20 or even more VMs to 
share the same physical host server. 
This can easily lead to network con-
tention, and any issues with storage 
traffic can cause significant perfor-
mance problems within the server’s 
VMs.

 It’s important to note that simply 
increasing storage network bandwidth 
does not necessarily provide a cor-
responding improvement to through-
put. Any tactics that reduce network 
latency or minimize storage access 
events—such as eliminating Windows 
swap files—can dramatically improve 
storage throughput and performance 
with little, if any, bandwidth increase.

Another major trend has been the 
broad adoption of NAS as the shared 
storage platform of choice for virtual 
servers. The main reason for this shift 

is simplicity where the file-based 
nature of VMs is consistent with the 
file-based access of NAS platforms. 

NAS is much easier to set up and 
use compared to creating and man-
aging LUNs in a SAN.  The benefits 
of that simplicity are particularly ap-
parent in larger virtual environments 
where creating and managing LUNs 
for hundreds of VMs can impose sig-
nificant management demands. 

“In the past, NAS has had some 
performance problems within certain 
virtualization environments, but those 
performance problems have all gone 
away,” said Ray Lucchesi, president 
and founder of Silverton Consulting 
Inc. in Broomfield, Colo. “The reasons 
for not using NAS are starting to dis-
appear.”

CoNveNTIoNaL FIbre CHaNNeL
Fibre Channel technology remains 
the quintessential approach to stor-
age area networks, but its traditional 
leading role in SAN implementation 
is waning as newer SAN technologies 
take their place in the enterprise.

With current speeds to 10 Gbps,  
FC is typically known for its overall 
performance and inherent security. 
It’s a dedicated storage fabric, so 
storage traffic does not compete 
for bandwidth with user traffic as it 
would on an ordinary LAN. Connectiv-
ity between servers and storage also 
rarely extends to the LAN or WAN, 
so Fibre Channel benefits from a level 
of isolation that insulates the SAN 
against attack. 

“Fibre Channel by itself being a 
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unique storage protocol is relatively 
protected by its obscurity,” Lucchesi 
said.

Cost has long been deemed a 
disadvantage for Fibre Channel, al-
though experts are quick to point out 
that economic factors are changing. 
“Sometimes I see Fibre Channel being 
cheaper than iSCSI,” said Greg Schulz, 
founder and senior analyst at Stor-

ageIO in Stillwater, Minn. “Sometimes 
I see iSCSI being more complex than 
Fibre Channel,” he said.

Schulz added that 10 GbE products 
are still new and can be exorbitantly 
expensive compared to well defined 
and long established FC products. 
Ultimately, FC costs are greatest 
for new deployments that require a 
full complement of HBAs, switches, 

THere Was a time when shared storage meant a storage area network (sAn) imple-
mentation. the expectation of sAn support was particularly apparent in perfor-
mance-sensitive environments such as virtual servers. times are changing, and 
network-attached storage (nAs) platforms are making inroads into busy virtual 
environments.

the classic “block versus file” argument doesn’t always apply. For example, the 
traditional perception of nAs as a slow, high-overhead storage platform is shifting 
as vendors develop newer and more powerful nAs systems. 

simultaneously, mission-critical applications are becoming more versatile in 
the way they handle storage data. some applications, like exchange or sQl server, 
may be optimized for block storage, while other applications such as file sharing or 
web hosting may be better suited for file-based storage, but storage requirements 
are no longer carved in stone.

“An oracle database can actually mount an nFs volume if it’s on a storage 
system that supports direct i/o,” said greg schulz, founder and senior analyst at 
storageio in stillwater, Minn. it performs i/o just like a regular block system, and 
it can offer performance that would rival some block systems, he said.  

“But it’s very vendor-specific,” schulz said. this has blurred the lines between 
file and block storage and opened the door for resurgence in nAs use in the enter-
prise.

in most cases, the use of nAs or sAn in a virtual data center is not an exclusive 
choice, but rather a complementary mix. Both storage architectures can easily co-
exist in any proportion. Mission-critical or other block-based applications can use 
a sAn, while secondary applications defer to a simpler and less expensive nAs 
platform. p

THE CASE FoR NAS
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cabling and other infrastructure. Ex-
panding an existing FC SAN is gener-
ally more affordable than shifting to 
other SAN types.

Still, the complexity of Fibre Chan-
nel technology remains an issue that 
any organization must weigh carefully. 
Fibre Channel is a separate network 
that’s radically different than Ether-
net, so organizations that choose to 
deploy an FC SAN have to maintain 
two networks rather than just one. 
This adds to data center costs and 
requires additional IT staff who is 
knowledgeable with Fibre Channel 
technology. 

As with cost, management and 
complexity concerns are not so signif-
icant if an FC SAN is already in place, 
but it can be a huge obstacle when 
planning an FC SAN from scratch.

Virtualization can add to the com-
plexity and management woes of a 
SAN, and Schulz warns that the stor-
age system should adequately sup-
port the hypervisor.  An increase in 
mixed virtualization environments 
means that the shared storage system 
may need to handle multiple hypervi-
sors like VMware, Hyper-V or Xen-
Server. 

In addition, Schulz said that the 
storage system should support key 
features of the virtual environment, 
including live migration. Once you’ve 
identified a storage system that sup-
ports your virtual environment, it’s 
time to consider the management in-
terface that should ideally provide ad-
ministrators with a holistic view that 
includes storage, networks and serv-
ers. “Does the interface enable or get 

in the way?” Schulz said. “It should be 
transparent.” In spite of its maturity, 
Fibre Channel technology provides a 
high-bandwidth, low-latency storage 
network that is well suited to han-
dling aggregated storage traffic that 
is common when multiple VMs reside 
on virtual servers. Features like live 
migration are also well supported. 

“A virtual machine can have a vir-
tual Fibre Channel HBA port that 
migrates with it for VMotion or Live 
Migration to another server,” Luc-
chesi said, “so its zoning and access 
to LUNs can migrate with it fairly 
easily.” Considering the competitive 
cost point for 8 Gig FC versus 10 GbE 
today, many experts expect Fibre 
Channel to remain a viable option for 
virtual data centers in enterprises for 
years to come.

isCsI
Internet SCSI, or iSCSI, represents a 
dramatic shift in SAN deployment. 
Rather than a separate, specialized 
network dedicated to handling stor-
age traffic alone, that same SCSI stor-
age traffic uses TCP/IP to pass data 
and commands across an Ethernet 
LAN along with ordinary user traffic.

This creates a whole new set of 
pros and cons for potential adopters 
to consider. 

The most notable advantage is sim-
plicity—Ethernet is ubiquitous. This 
eliminates the additional knowledge 
base required to build, expand and 
support Fibre Channel SAN deploy-
ments.

But there are also potential dis-
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advantages. The biggest traditional 
roadblock to iSCSI has been perfor-
mance issues. A big part of the iSCSI 
simplicity argument has relied on 
software to support initiators—iSCSI 
clients—which can reduce perfor-
mance. TCP Offload Engine (TOE) 
cards and specialized iSCSI host bus 
adapters (HBAs) can alleviate some 

of the processing overhead involved 
with iSCSI and enhance performance.

Network design also plays a huge 
role in the success of iSCSI. LAN  
issues like bottlenecks, latency and 
dropped packets are common in Eth-
ernet LANs. Most everyday applica-
tions can easily function with some 
network latency or wait for dropped 

gIveN THe LeveL of investment and expertise required to deploy and maintain a stor-
age area network (sAn), it might seem that organizations face an all-or-nothing 
choice. But that’s not the case at all. situations arise when it might make sense to 
support more than one sAn or transition from one sAn to another.

one of the biggest factors driving new sAn deployments is mergers and acqui-
sitions. chances are that one of the organizations involved will update or deploy a 
new sAn to achieve consistency. this doesn’t automatically mean that the organi-
zation being acquired will be the one changing. the ultimate decision will depend 
on what’s already deployed, the costs involved and the best long-term benefits to 
the overall business.

new services, applications or data center constructions are three more oppor-
tunities for organizations to evaluate their current sAn deployments and consider 
the tradeoffs of a new sAn technology. the change may not be radical—maybe 
just an improvement. 

For example, an organization that had been using a 4 gbps Fibre channel sAn 
may elect to deploy an 8 gbps Fc sAn for a new data center, to achieve superior 
performance in existing facilities or to meet the performance needs of powerful 
new business applications.

Ultimately, one sAn may not be appropriate for the entire business, and a 
growing number of organizations may mix storage infrastructures to meet a vari-
ety of business needs most cost-effectively. 

For example, it might be entirely appropriate to deploy a nAs storage platform 
to support general-purpose file servers, a limited Fibre channel sAn for the cor-
porate database or transactional processing system and then perhaps deploy an 
experimental Fcoe sAn to gain experience with the technology and position the 
organization for broad Fcoe deployment at a later date. p

CHANgINg SAN PlATFoRMS
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packets to be resent, but these com-
mon Ethernet problems can cause  
severe problems for storage traffic 
and storage subsystems. Again, hard-
ware solutions like TOE cards and the 
availability of faster 10 GbE can help 
address a number of these problems.

Security can be a serious concern 
for iSCSI. Because storage traffic is 
passed along the LAN, the traffic  
can potentially be compromised by 
malware and passed to the Internet. 

In many cases, iSCSI traffic is pro-
tected through a VPN, contained 
through network segmentation or  
restricted to its own separate physi- 
cal Ethernet LAN.

The cost of iSCSI is a matter of 
some debate. Although iSCSI has a 
reputation as an inexpensive SAN 
alternative, experts are quick to point 
out that it’s only cheap with simple 
deployments—for example, using 
readily available 1 Gigabit Ethernet 
and software initiators. The introduc-
tion of TOE cards or dedicated iSCSI 
HBAs can increase iSCSI costs. 

In addition, the move to 10 GbE 
NICs, switching hardware and corre-
sponding cabling can drive up the cost 
of iSCSI dramatically. “All of a sudden, 
you can have iSCSI priced more than 
Fibre Channel,” Schulz said.

Because iSCSI runs on an Ethernet 
network, there are few major deploy-
ment or management issues for ad-
ministrators to consider. If you know 
Ethernet, you can generally handle 
iSCSI. But it’s important to evaluate 
the management requirements of the 
infrastructure, including the switch 
and storage subsystems. 

Schulz recommends that potential 
adopters look beyond the initial in-
stallation and consider the difficulty 
and complexity of ongoing tasks such 
as provisioning, replication, LUN man-
agement and troubleshooting. This is 
particularly important for organiza-
tions contemplating a move from FC 
to iSCSI—or vice versa.

Another possible wrinkle with a 
move to iSCSI may be the assign-
ment of management responsibilities. 
Remember that larger organizations 
often separate SAN management and 
LAN management. If an iSCSI SAN is 
deployed over an existing LAN, those 
management responsibilities need to 
be considered. 

Bob Laliberte, senior analyst with 
the Enterprise Strategy Group in Mil-
ford, Mass., asks who’s going to man-
age it. “Is it the storage team or the 
network team? This gets into cultural 
and technology domain issues that 
usually need to be addressed by an 
executive,” he said.

Although Fibre Channel technol-
ogy should remain viable for many 
years ahead, some experts say that 
Ethernet-based SANs are quickly 
evolving to provide congestion-free 
infrastructure with less loss. “We see 
the [Ethernet] roadmap becoming 
more attractive for continued use in 
a vitualized environment,” Laliberte 
said, citing enhancements that extend 
far beyond the added bandwidth of 
10 GbE. These improvements may 
include advancements such as Cisco 
System’s Data Center Bridging that 
will improve Ethernet for virtual data 
centers.
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FIbre CHaNNeL over eTHerNeT 
FCoE is a means of encapsulating 
Fibre Channel frames over Ethernet 
LANs. It essentially continues the use 
of Fibre Channel over 10 GbE Ethernet 
connections, preserving the advan-
tages of the Fibre Channel protocol 
while eliminating the separate net-
working requirements.

One of the biggest benefits to  
FCoE is improved network reliabil-
ity. Ethernet generally drops or loses 
frames. This is harmless for regular 
Ethernet file transfers because lost 
frames are typically resent and re-
assembled in the correct order. But 
that doesn’t work so well for storage 
subsystems, and any form of network 
packet “loss” can disrupt storage  
and cause errors. 

FCoE is also purported to integrate 
seamlessly with existing Fibre Chan-
nel SANs and management software. 

“Right now, FCoE is a graceful way 
to transition from a large Fibre Chan-
nel environment into an Ethernet one 
or to extend the life of the existing 
Fibre Channel infrastructure,” said La-
liberte, noting the importance of pre-
serving millions of dollars of storage 
infrastructure already in place.

But FCoE is still a new and fairly 
immature technology that does not 
simply stack on top of Ethernet like 
iSCSI does. Organizations consider-
ing an FCoE deployment will need to 
upgrade server network adapters and 
switches to FCoE-compliant models. 
Proper deployment of FCoE demands 
a thorough understanding of Fibre 
Channel technology and manage-
ment.

FCoE may not yet enjoy full sup-
port across the entire network infra-
structure—not all vendors support 
FCoE from the switch to the storage 
subsystem yet. Consider this: If you 
can’t support FCoE from end to end, 
it may be necessary to sustain sup-
port for FC as well and merge the two 
technologies with bridges or gate-
ways until end-to-end support can be 
deployed with emerging protocols like 
FC-BB-6.

Still, this issue is likely to fade as 
FCoE adoption ramps up and more 
supporting products reach the mar-
ketplace. 

“Be aware that everything isn’t 
there that you might have been used 
to from the Fibre Channel world,” 
Schulz said. “The interoperability isn’t 
all there yet. You’ve got the differ-
ent vendor implementations of their 
switches [and] adapters, and they’re 
all working diligently to work through 
all those interoperability issues.” 

Schulz urges thorough proof-of-
principle testing and evaluation before 
making an investment in FCoE.

It’s too early to see FCoE trends 
that favor virtualization, but it’s clear 
that FCoE is positioned for growth 
and native support in new hardware. 
Schulz said new chipsets emerging for 
FCoE-compliant ports on servers sup-
port both FC and Ethernet traffic on 
the same cable with less translation 
between both protocols with features 
like multi-route I/O virtualization. 
This should allow for lower hardware 
costs, more network consolidation 
and better performance for virtual 
servers in the data center. p
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Loud CoMpuTINg of-
fers the promise of 
an inexpensive, flex-
ible infrastructure 
that can be created, 

dismantled, reconfigured, grown and 
shrunk on demand. But not all ap-
plications are designed for cloud ar-
chitectures. Learn the characteristics 
of an application’s design that can 
determine whether it is well suited  
for cloud computing. Let’s focus on 
using a public cloud, as defined by the 
National Institute of Standards and 
Technology:

The cloud infrastructure is made  
available to the general public or a 
large industry group and is owned  
by an organization selling cloud  
services.

Moving or deploying your applica-
tion to the cloud can be a very smart 
business move, but you need to make 
sure you can do it successfully. To 
make that determination, take a look 

at the following aspects of each appli-
cation before moving it to the cloud. 

p Flexible licensing 
p A parallel design 
p  Moderate client-server band-

width requirements 
p IP-based networking 
p A securable application

Most companies and organizations 
that investigate using the cloud are 
driven by the desire to reduce costs or 
provide dynamic scalability. To make 
a successful deployment or migration 
to the cloud, the following five charac-
teristics of an application are critical: 

LICeNsINg
It’s likely that your appli-
cation is made up of many 
different components, 
most of which have some 

type of licensing agreement associ-
ated with them. Review each agree-
ment to determine if—or how—those 

How to Deploy Applications  
in a Public Cloud
not eVery appliCation is DesigneD for ClouD arChiteCtures.  
follow these fiVe requireMents to ensure suCCess with  
your app DeployMents in the ClouD.  by phil CoX

C
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licenses will be affected by deploy-
ment in a cloud.

If your application uses a compo-
nent that is licensed by CPU and you 
deploy it in a cloud environment de-
signed to launch new instances and 
request more resources as the load 
increases, for example, you could eas-
ily exceed your CPU license limit. You 
will need to understand how your li-
censes affect your ability to scale. 

proCessINg  
requIreMeNTs  
aNd MeMorY LoCKs
If dynamic scalability 
is your main reason for 

looking to the cloud, then your ap-
plication should be designed to take 
advantage of a parallel architecture. If 
the application is designed with multi-
threaded code that allows processing 
to be split into small chunks, it’s well 
suited for use within the cloud. 

On the other hand, an application 
that is designed around single mono-
lithic thread processing will find it dif-
ficult to take advantage of the cloud’s 
distributed nature. 

How your application handles ses-
sions and locking will also be a fac-
tor in deployment and migration 
decisions. If your application uses 
system-centric locking or session 
mechanisms, which include memory-
based locks or memory-based session 
management, then it will most likely 
not be able to use the dynamic scal-
ability of the cloud. Locks are tied to 
an individual system, which is con-
tradictory to how cloud computing 

works. An application designed for 
the cloud should use a shared locking 
mechanism or have session manage-
ment design features. 

baNdWIdTH  
requIreMeNTs
Because you access a 
public cloud via the Inter-
net, bandwidth is signifi-

cantly limited when compared to a 
private cloud. Given the public cloud’s 
bandwidth limitation, you should only 
consider applications that have mod-
erate client bandwidth requirements. 

If you have an application that uses 
extensive Microsoft File Sharing func-
tions between the client and server, 
for example, it is likely that the user 
will find the application unaccept-
able because the traffic between the 
client and server will overwhelm the 
client’s Internet connection. It should 
be noted that this limitation is not 
the case for inter-cloud—server-to-
server—communications within a 
single provider because they typically 
use considerably more powerful con-
nections within the cloud provider.

CoMMuNICaTIoN  
proToCoL
The cloud is based on the 
Internet Protocol (IP), so 
for an application to be 

considered, it must use IP as its com-
munication mechanism. Although 
there are many protocols that can run 
over IP, the use of Transport Control 
Protocol, known as TCP, is preferred.

2

3

4
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daTa seCurITY
Applications will need to 
provide security at the 
data storage, processing 
and transmission stages. 

Here are three critical components of 
this:

p Data in transit must be protected 
either at the application or the trans-
mission level. You will find that most 
applications choose the transmission 
level for protection, and the Secure 
Sockets Layer (SSL)/Transport Layer 
Security (TLS) protocols are often 
used. 

p Data at rest must be protected by 
the application. The application must 

provide a mechanism to protect the 
data stored in the cloud. Encrypting 
data at rest is the best option at this 
time. 

p Server-to-server communications 
are typically forgotten because they 
already exist within data centers. You 
will need to ensure the security of 
server-to-server—or cloud instance to 
cloud instance—communications, in 
addition to client-to-server communi-
cations.

Remember: Examine the important 
aspects of application design when 
considering the cloud. These attri-
butes will determine whether you 
have a “cloud-ready” application. p

5

IN THe CLoud, your data can be in any of the following locations:
p  local storage of the virtual machine (VM)—such as the processing engine. 

data is tied to the VM location and state. 
p  persistent data store—such as Amazon eBs or s3 or Azure sQl. data is  

independent of VM location and state. 
p  in transit on the wire.

use oNe oF the following methods to meet your data protection requirements:
p  File system and share access control lists: this would be using the access 

control mechanisms in the offering to ensure appropriate restrictions on the 
data. this would not protect from malicious it staff at the provider. 

p  Encryption with a mixture of public and private key solutions: this would 
most likely be used to protect against malicious it staff at the provider. 

p  Transport level encryption: this would be used as a matter of course  
whenever sensitive information was being passed or transmitted.

—seArchcloUdcoMpUting.coM

PRoTECTINg DATA IN THE ClouD

http://searchcloudcomputing.techtarget.com/tip/0,289483,sid201_gci1378793_mem1,00.html
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Ibre CHaNNeL cabling has 
come … and gone. Cop-
per, the long-time friend 
of IT professionals, is the 
new master of the data 

center. 
In use since almost the very begin-

ning, copper Ethernet cabling is now 
seeing a second utility in modern data 
centers. Technologies such as Internet 
SCSI, or iSCSI, and the bleeding-edge 
Fibre Channel over Ethernet (FCoE) 
now make possible the use of cop-
per Ethernet cabling for high-speed 
server-to-storage networking.

This is good news for data centers. 
If you’ve been suffering from the man-
agement burdens of Fibre Channel 
cabling, now is the time to get excited. 
The IT industry is swiftly developing 
new tactics that elevate copper Ether-
net cabling into a more desirable solu-
tion. Better yet, you’ll get that highly 
regarded result no matter what kind 
of storage area network (SAN) you 
have in place or are thinking about 
buying.

Copper’s storage story is swiftly 
changing in today’s IT environment. 
If you’re confused about today’s best 
practices in deploying and managing 
it, consider the following tactics:

p select a sAn platform. Copper’s as-
cendency from a second-rate solution 
for low-performance storage to the 
medium of choice is a story that has 
unfolded quickly. It was not that long 
ago that iSCSI was a laughable proto-
col, relegated to workgroup-level stor-
age devices and organizations that 
couldn’t afford “real” SANs. Today, 
with the industry embracing aggre-
gation protocols like Microsoft Mul-
tiPath IO (MPIO) and multiple con-
nections per session (MCS), as well 
as the introduction of 10 GbE (gigabit 
Ethernet), iSCSI’s vendors now assert 
that their platforms are at a minimum 
on par with Fibre Channel.

That’s not to say that Fibre Channel 
SAN platforms are going away any 
time soon. The classic story for the 
two mediums equates to a trade-off 

Tactics for Managing  
iSCSI and FCoE
prepare your Data Center for when fibre Channel’s awkwarD  
Cabling options will likely be augMenteD with easy-to-use  
Copper ethernet Cabling.  by greg shielDs

F

http://searchstorage.techtarget.com/sDefinition/0,,sid5_gci750136,00.html
http://searchstorage.techtarget.com/sDefinition/0,,sid5_gci750136,00.html
http://searchstorage.techtarget.com/sDefinition/0,,sid5_gci1285062,00.html
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between price and performance. In 
that story, iSCSI represents the low-
cost leader. 

Typically, you can buy into an iSCSI 
SAN at a price point that is lower than 
an equivalent Fibre Channel SAN. On 
the other hand, Fibre Channel tends 
to offer greater performance but at a 
greater cost. 

The argument for Fibre Channel’s 
increased performance tends to rest 
in iSCSI’s need to wrap storage com-
mands inside TCP/IP. That added 
protocol reduces its effective perfor-
mance.

Some iSCSI SANs, however, can 

actually be more expensive than their 
Fibre Channel equivalents. At the 
same time, some Fibre Channel SANs 
can be of lower performance.

p But don’t standardize on one sAn 
platform. The realities of today’s 
business investments make the SAN 
selection decision less important. A 
January 2009 Forrester survey as-
serted that virtualization does not ap-
pear to be a driver in a SAN purchase. 
Eighty-nine percent of interviewed 
clients did not incorporate a SAN as a 
result of implementing a virtual server 
environment.

a sIgNIFICaNT oMIssIoN by many data centers as they lay the framework for virtualiza-
tion is effective monitoring. it’s true that every virtual platform comes equipped 
with a native monitoring solution that shows nice charts and graphs of various 
performance elements.

But too many of those monitoring solutions neglect to provide effective instru-
mentation into what is often virtualization’s greatest bottleneck—its storage capa-
bilities.

Virtual environment performance is greatly affected by storage input/output 
per second (iops). in essence, the speed of your storage has a huge impact on the 
performance of your virtual workloads. 

this dependency is particularly insidious because iops are a dynamic mea-
surement. you can realize a shortfall in iops because it lacks sufficient storage 
processing capacity. you can also realize a shortfall when a virtual workload be-
gins asking too much of its attached storage.

the problem in this space is in implementing the right monitoring technologies 
that can aggregate storage performance metrics with those from virtualization’s 
other layers—processing, “regular” networking, memory and so on. 

if correctly implementing and provisioning storage to virtual machines is Job 
one, then effectively monitoring it for performance bottlenecks is absolutely Job 
two. p

SToRAgE MoNIToRINg IS Job Two

http://www.emc.com/collateral/analyst-reports/2009-forrester-storage-choices-virtual-server.pdf
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In short, the SAN you use for 
virtualization—Fibre Channel, iSCSI 
or FCoE—is likely a decision that’s al-
ready been made for you.

 That important point brings for-
ward the notion that SAN standard-
ization may soon be a thing of the 
past. Both iSCSI and FCoE encapsu-
late SCSI storage commands over 
copper Ethernet cabling. Its encapsu-
lation enables data centers to perva-
sively route storage traffic anywhere 
with a network connection. 

Monitoring that storage is obvi-
ously a task that is still required. But, 
as long as your virtual servers have 
the correct drivers installed, available 
storage appears via a network con-
nection than any dedicated cabling. 

Figure 1 shows how a QLogic 10 
FCoE Converged Network Adapter is 
presented as a network adapter inside 
VMware vSphere.

p Begin exploring Fcoe. As a storage 
protocol, iSCSI is becoming a mature 
technology, but Fibre Channel over 
Ethernet is today’s emerging protocol. 
FCoE drivers are generally not avail-
able in the box in today’s virtualiza-
tion platforms. They require separate 
downloads. 

Many first-generation cards and 
drivers don’t come with the measur-
able performance boost that makes 
it compelling to migrate off existing 
hardware. Further, many early-gen-
eration cards and drivers experience 
idiosyncrasies with their installation 
and that limits a company’s interest in 
making the jump.

But none of these early issues 
should drive your data center away 
from FCoE. Rather, they should high-
light the fact that smart organizations 
are beginning to explore the FCoE 
medium now in preparation for its ef-

Figure 1

A QLogic 10 FCoE CNA is seen as a network adapter in vSphere.
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fectiveness in years to come.
Why?  For a simple reason: If you 

use Fibre Channel SANs today, the 
most cost-effective approach in mov-
ing to copper cabling is in keeping 
that Fibre Channel SAN investment in 
place—or at least parts of it. 

Remember that a Fibre Channel 
SAN is part disks and part connecting 
medium. FCoE seeks to replace Fibre 
Channel’s cables with easier-to-man-
age copper cables. Swapping out your 
Fibre Channel switching equipment 
for a copper alternative might be a 
trivial activity in the future.

So, plan now because most data 
centers want to eliminate the dupli-

cate cabling—copper plus Fibre Chan-
nel—that currently runs underneath 
their data center floors.

p Migrate to 10 gbe as soon as pos-
sible. The velocity of both SAN ap-
proaches—iSCSI and FCoE—point to-
ward a future that runs atop 10 giga-
byte Ethernet (10 GbE). Yesteryear’s 
IT workloads rarely needed more than 
a single gigabyte of network con-
nectivity because one physical server 
rarely ran more than one IT workload. 
Except with certain high-performance 
applications, network throughput was 
easily handled by a single gigabit.

Yet virtualization’s aggregation of 

You aLreadY KNoW that storage is a primary cost for any virtual environment. you’ve 
also probably been assaulted lately with the seemingly constant “iscsi versus 
Fibre channel” debate, which attempts to frame the strengths and weaknesses of 
each approach to the exclusion of the other. 

no matter what the pundits want you to hear, the business realities suggest 
that your existing sAn investment will probably remain your sAn investment for 
the near future. if that investment is in iscsi, you are already well positioned for 
copper ethernet’s rise to singular data center connecting medium. pairing iscsi 
with the newer technologies of 10 gbe enables it to pass its traffic with levels of 
throughput that enterprises need.

if that investment is in Fibre channel, plan on waiting for just a bit longer. evolv-
ing technologies like Fcoe are creating a future in which you too can eliminate the 
expensive duplication of effort that Fibre channel cabling brings to modern data 
centers. 

the technologies are still emerging, which makes their investment a non-
starter for many organizations. those technologies appear to be perfectly posi-
tioned for data centers that enjoy Fibre channel today but are tired of managing  
it. p

EVolVE YouR SToRAgE
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multiple workloads onto each server 
also consolidates network traffic 
needs. Add to that network traffic the 
much greater storage traffic, and you 
can easily see that single gigabit be-
coming a bottleneck.

Most data centers today get around 
the gigabit limit through network card 
aggregation. iSCSI has long leaned 
on existing Ethernet protocols for link 
and port aggregation. This was neces-
sary because of iSCSI’s introduction 
during a time period when a single 
gigabit was the norm. Although to-
day’s FCoE cards run with a 10 GbE 
throughput, aggregating cards is still 
necessary for high availability.

A technology that is currently hit-
ting its prime, 10 GbE continues to 
grow, with commoditization making it 
an ever-sooner reality. Because both 
iSCSI and FCoE work best—or, in the 
case of FCoE, work at all—atop 10 
GbE, your data center should begin 
exploring the necessary infrastructure 
enhancements now. 

p Always aim for 100% uptime. Vir-
tualization itself adds significantly 
greater availability to IT workloads. 
Inside a virtual environment are mul-
tiple and overlapping capabilities that 
ensure a virtual server stays alive 
through a range of failure conditions. 
But a common fallacy in many virtual 
environment build-outs is neglecting 
to include that same level of redun-
dancy at the storage layer.

Consider the following mental ex-
ercise in a recent article titled “Keep 
SAN infrastructure at 100% uptime—
or else:”

To illustrate [the point that 100% 
SAN uptime is a critical design ele-
ment], draw out the interdependen-
cies between each component in your 
virtual infrastructure. For each com-
ponent, draw a line to another compo-
nent on which it relies. Continue this 
exercise until you map out the entire 
dependency tree. 

Notice that all of the arrows even-
tually point back to your SAN infra-
structure. As a result, your SAN infra-
structure uptime must be close to, if 
not at, 100%. Any storage downtime, 
especially extended downtime, creates 
a catastrophic failure of your entire 
virtual environment because it forces 
every VM, server and application to go 
offline.

As you make the move to 10 GbE 
and copper-based storage traffic, it 
is fundamentally important that you 
also maintain complete redundancy 
across all potential storage paths. Fig-
ure 2 (see page 19) shows the iSCSI 
Software Adapter on a VMware ESX 
host that has been configured to reach 
its storage via two independent paths.

It is important to recognize that 
achieving 100% uptime requires 
much more than just redundancy in 
the pathing between servers and stor-
age. It also has to do with redundancy 
in storage processing. It requires 
redundancy in storage drives them-
selves, although this is present in 
essentially all storage devices today. 
Even with all of these capabilities, 
complete storage redundancy can 
also require duplication of the entire 
storage layer.

http://searchservervirtualization.techtarget.com/tip/0,289483,sid94_gci1517007_mem1,00.html
http://searchservervirtualization.techtarget.com/tip/0,289483,sid94_gci1517007_mem1,00.html
http://searchservervirtualization.techtarget.com/tip/0,289483,sid94_gci1517007_mem1,00.html
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p embrace modular sAn architec-
tures. Complete redundancy can be 
expensive if your storage architecture 
is monolithic. One alternative to the 
monolithic, refrigerator-sized SAN 
frames uses a modular approach, 
which uses collections of smaller 
sized storage devices that link to-
gether via backplane connections to 
create and present storage capacity 
across the entire collection at once. 

A modular approach brings two  
important benefits: First, because 
data is redundant across multiple 
nodes, any single node can fail with-
out causing a loss of data access. Sec-
ond, the modular approach tends to 
enjoy reasonably unlimited scalability. 
If you need more storage, just add an-
other node.

For these reasons, modular storage 

as an enterprise-ready technology 
is gaining a foothold today over the 
older and more monolithic approach.

In the end, the storage you have will 
likely be the storage you have. As long 
as you build into that storage the right 
capacity and processing power, your 
virtual workloads should be able to 
use it with acceptable performance. 

That said, the leading indicators are 
pointing toward a future where Fibre 
Channel’s cumbersome cabling op-
tions will be augmented with good old 
easy-to-use and easy-to-route cop-
per Ethernet cabling. Less expensive 
and involving a set of technologies 
that doesn’t require specialized—and 
sometimes arcane—knowledge, this 
consolidation of cabling represents a 
major step forward for storage con-
nections in all data centers. p

Figure 2

An iSCSI Software Adapter connection with two paths.
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